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(54) TRANSMITTER, RECEIVER, COMMUNICATION PROCESSING SYSTEM INTEGRATING 
THEM, AND DIGITAL TELEVISION BROADCASTING SYSTEM 



(57) Video signals are enciphered so that only enti- 
tled persons can watch the program sent by the video 
signals. A layer encoder (5) encodes video signals (3) 
by dividing the signals (3) into two layers. An encipher- 
ing device (65) enciphers low-definition layer data (57) 
in accordance with a setting signal (63) from a degree- 
of -secrecy setting device (61) and supplies the enci- 
phered data to a combining device (77). Another enci- 
phering device (73) enciphers high-definition layer data 



(59) in accordance with a setting signal (71) from 
another degree-of-secrecy setting device (69) and sup- 
plies the enciphered data to the combining device (77). 
The device (73) enciphers the data at a higher degree- 
of-secrecy than that of the device (65). Composite data 
(79) from the combining device (77) are converted into 
communication data (83) by means of a communication 
MODEM (81) and transmitted to a receiver. 
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Description 

Technical Field 

The present invention relates to a transmission 
apparatus and a reception apparatus that are useful for 
pay TV broadcasting for which viewers have to pay TV 
license fees or for protection of copyrights, for example, 
and a communication processing system that integrates 
these apparatuses. 

Furthermore, the present invention relates to a dig- 
ital television broadcasting system which is an example 
of the communication processing system and which 
performs a scrambling process on digital television sig- 
nals and broadcast them, and more particularly to pay 
broadcasting techniques. 

Background Art 

Recently, communication processing systems 
where viewers make a contract with the sender and only 
the receivers given the special right are allowed to 
watch the programs, have been demanded from the 
points of view of pay TV systems that charge the view- 
ers TV licence fees as well as protection of copyrights. 

Accordingly, an object of the present invention is to 
provide a transmission system and a reception system 
that permit only the privileged viewers under contract 
with the sender for reception of pay TV broadcasting to 
watch the programs, and a communication processing 
system that integrates these apparatuses. 

Another object of the present invention is to provide 
a transmission system and a reception system that are 
capable of recording, editing, and exchanging the con- 
tents of communications with a third party, and a com- 
munication processing system that integrates these 
apparatuses. 

In recent years, as video and audio digital signal 
processing technology have made a remarkable 
progress, more and more research effort has been 
directed worldwide toward systems that realize digital 
television broadcasting and the fusion of broadcasting 
and communication. In this movement, one of the most 
important techniques is video and audio compression 
techniques. 

Major compression techniques are MPEG, JPEG, 
and H.261. The schemes proposed by ISO/IEC 1318-1 
—(Moving . _Picture^ Experts Group ( ISO/I ECJTC1/ 
^S^Q/WG1 1 )) are now under examination tor worldwide 
standardization of broadcasting, communications, and 
storage media. 

ISO/IEC 13818-1 has determined not only an 
image compression^scheme but also a scheme for a"" 
section where the transmission side compresses the 
video and audio data items of programs separately, 
generates and multiplexes the bit streams, and broad- 
casts the multiplexed signal, and a scheme for a control 
section that enables reception of a specified program on 
the reception side. 



With the advances in the digital signal processing 
techniques, pay digital television broadcasting has been 
examined. The most important problem is charging 
techniques. 

5 As a conventional technique for dealing with this 

problem, a scrambling scheme has been proposed 
which is characterized by generating random numbers 
without changing the code length in a compression layer 
complying with the MPEG standard. Since MPEG uses 

w variable-length quantization techniques, however, it is 
very difficult to effect scrambling without changing the 
code length. 

With this backdrop, Matsushita's Image Laboratory 
has proposed a scheme at a meeting of the Electronic 

75 Data Communication Society of Japan in December, 
1992. The scheme is such that the entire quantization 
scale or the entire fixed-length code of the DCT direct- 
current component is multiplied by PN, whereas for a 
motion vector or a variable-length code of the DCT alter- 

20 nating-current component, the codes in the code book 
are multiplied by PN. 

With this scheme, when the compression-decoded 
images without descrambling are viewed, the contents 
of the images can hardly be understood, so that pay 

25 broadcasting can be realized by delivering descram- 
bling units to the subscribers who have paid charges. 

This scheme, however, has a disadvantages in that 
encoding and decoding are very difficult. Additionally, 
because the contents of programs cannot be under- 

30 stood, it is difficult to let viewers other than the subscrib- 
ers know the good points of the contents of programs. 

If the resolution can be lowered to the extent that 
the contents of a program can be understood, it is pos- 
sible to allow the program to appeal to would-be sub- 

35 scribers and motivate them to subscribe to the service. 
The above scheme with which would-be subscribers 
cannot recognize the contents of programs, however, 
can be considered to be unsuitable for practical broad- 
casting service. 

40 As described above, in a digital television broad- 
casting system, with the conventional scramble broad- 
casting scheme, not only are encoding and decoding 
very difficult, but also the contents of programs can 
hardly be understood when the compression-decoded 

45 images are viewed without descrambling in the case of 
pay TV service. As a result, it is difficult to appeal to 
would-be subscribers and therefore, they are not moti- 
vated to subscribe to the service. 

Accordingly, an object of the present invention is to 

so provide as an example of the communication process- 
ing system a digital television broadcasting system as 
an example of the communication processing system 
whic^.^enwhenascrambledpro^ 
decoded without descrambling, enables the program to 

55 be viewed to the extent that the contents of the program 
can be understood. 
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Disclosure of the Invention 

A first transmission apparatus according to the 
present invention comprises: layer coding means for 
dividing data into m (m is an integer not less than 2) lay- s 
ers and coding each layer; encrypting means for 
encrypting (m - 1) layer data items from the layer coding 
means excluding the lowest-quality layer data item; and 
combining means for combining the lowest-quality layer 
data item from the layer coding means and the w 
encrypted (m - 1) layer data items from the encrypting 
means. 

A first reception apparatus according to the present 
invention comprises: separating means that receives 
the synthesized data obtained by dividing data into m is 
(m is an integer not less than 2) layers, coding each 
layer, encrypting (m - 1) layer data items excluding the 
lowest-quality layer data item, and combining the low- 
est-quality layer data item* and the (m - 1) encrypted 
layer data items, and that separates the synthesized 20 
data into (m - 1 ) encrypted layer data items and the low- 
est-quality layer data item; decrypting means for 
decrypting the (m - 1) encrypted layer data items from 
the separating means; and layer decoding means for 
decoding the (m - 1) layer data items from the decrypt- 25 
ing means and the lowest-quality layer data item from 
the separating means. 

A first communication processing system according 
to the present invention comprises: a transmission 
apparatus comprising: layer coding means for dividing 30 
data into m (m is an integer not less than 2) layers and 
coding each layer; encrypting means for encrypting (m - 
1) layer data items from the layer coding means exclud- 
ing the lowest-quality layer data item; and combining 
means for combining the lowest-quality layer data item 35 
from the layer coding means and the (m - 1) encrypted 
layer data Hems from the encrypting means; and a 
reception apparatus comprising: separating means for 
separating the synthesized data created at the combin- 
ing means into (m - 1) encrypted layer data items and 40 
the lowest-quality layer data item; decrypting means for 
decrypting the (m - 1) encrypted layer data items from 
the separating means; and layer decoding means for 
decoding the (m - 1) layer data Hems from the decrypt- 
ing means and the lowest-qualHy layer data Hem from 45 
the separating means. 

A second transmission apparatus according to the 
present invention comprises: layer coding means for 
dividing data into m (m is an integer not less than 2) lay- 
ers and coding each layer; encrypting means for so 
encrypting e (e is an integer not less than 2) high -quality 
layer data Hems from the layer coding means; and com- 
birring "means fot" combining • (m* - e) low-quality layer*" * * 
data hems from the layer coding means and the e 
encrypted layer data Hems from the encrypting means, ss 

A second reception apparatus according to the 
present invention comprises: separating means that 
receives the synthesized data obtained by dividing data 
into m (m is an integer not less than 2) layers, coding 
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each layer, encrypting e (e is an integer not less than 2) 
high-quality layer data Hems, and combining the remain- 
ing (m - e) low<|ualHy layer data items and the e 
encrypted layer data Hems, and that separates the syn- 
thesized data into e encrypted layer data Hems and (m - 
e) low-qualHy layer data Hems; decrypting means for 
decrypting the e encrypted layer data Hems from the 
separating means; and layer decoding means for 
decoding the e layer data Hems from the decrypting 
means and the (m - e) low-quality layer data Hems from 
the separating means. 

A second communication processing system 
according to the present invention comprises: a trans- 
mission apparatus comprising: layer coding means for 
dividing data into m (m is an integer not less than 2) lay- 
ers and coding each layer; encrypting means for 
encrypting e (e is an integer not less than 2) high-quality 
layer data Hems from the layer coding means; and com- 
bining means for combining (m - e) low-quality layer 
data Hems from the layer coding means and the e 
encrypted layer data Hems from the encrypting means; 
and a reception apparatus comprising separating 
means for separating the synthesized data created at 
the combining means into e encrypted layer data items 
arid (m - e) low-qualHy layer data Hems; decrypting 
means for decrypting the e encrypted layer data items 
from the separating means; and layer decoding means 
for decoding the e layer data items from the decrypting 
means and the (m - e) low-quality layer data Hems from 
the separating means. 

WHh the first transmission apparatus or the trans- 
mission apparatus of the first communication system 
constructed as described above, for example, the layer 
coding means divides video signals into two layers and 
codes each layer. After the high-quality ones of the layer 
data items have been encrypted, the encrypted data 
Hems are combined with the low-qualHy layer data 
Hems. Then, the resurting signal is transmitted to the 
reception apparatus side. 

WHh the first reception apparatus or the reception 
apparatus of the first communication system con- 
structed as described above, the received synthesized 
data is separated into the encrypted high-quality layer 
data items and the low-quality layer data Hems and the 
encrypted high-qualHy layer data Hems are decrypted. 
The decrypted high-quality layer data Hems and the low- 
quality layer data Hems are decoded by layer. 

Because the high-quality layer data Hems are 
encrypted, they can be viewed by only the privileged 
viewers having the proper decrypting means. 

By further providing storage means on the recep- 
tion apparatus side, the received synthesized data can 
be recorded or edHed. Use* of the storage means^ ena- 
bles data exchange of the low-quality layer data Hems 
with a third party other than the privileged viewers. For 
the high-quality layer data items, the storage means 
enables data exchange of these Hems plus the low- 
quality layer data Hems with only the privileged viewers. 

WHh the second transmission apparatus or the 



3 



BNSDOCID: <EP 0766471A1 J_> 



o 



o 



EP 0 766 471 A1 



5 

transmission apparatus of the second communication 
system constructed as descrtoed above, for example, 
the layer coding means divides video signals into two 
layers and codes each layer. The low-quality layer data 
items and the high-quality layer data hems are 5 
encrypted at different secret levels. These encrypted 
low-quality layer data items and high-quality layer data 
items are decrypted. The decrypted signal is transmit- 
ted to the reception apparatus side. 

With the second reception apparatus or the recep- 
tion apparatus of the second communication system 
constructed as described above, the received synthe- 
sized data is separated into the encrypted low-quality 
layer data items and high-quality layer data items and 
these layer data items are decrypted separately. The 
decrypted low-quality layer data items and high-quality 
layer data items are decoded by layer. 

Since the both of the low-quality layer data items 
and high-quality layer data items are encrypted at differ- 
ent secret levels, they can be viewed by only the privi- 
leged viewers having the proper decrypting means. 

By further providing storage means on the recep- 
tion apparatus side, the received synthesized data can 
be recorded or edited. Use of the storage means ena- 
bles data exchange with only the privileged viewers. 

A digital television broadcasting system of the 
present invention is a system that converts digital televi- 
sion signals into a plurality of encode signals differing in 
resolution, layers these signals, and broadcasts them, 
and is characterized by comprising: scrambling means 
that is provided on the transmission side and performs a 
scrambling process on only the high layer ones of the 
plurality of encode signals; and descrambling means 
that is provided on the reception side and performs a 
descrambling process on the encode signals subjected 
to the high layer scrambling process, wherein for the 
high layer encode signals, the output of the descram- 
bling means undergoes a decoding process, whereas 
for the low layer encode signals, the decoding process 
is performed without the descrambling process. 

With the digital television broadcasting system, 
because only the high layer ones of the layered encode 
signals are subjected to the scrambling process and 
then broadcasted, the broadcasting service of the high 
layer encode signals cannot be received on the recep- 
tion side unless the high layer encode signals are sub- 
jected to the descrambling process. Since the low layer 
encode signals have not been scrambled, the decoding 
of these signals enables viewers to view them, allowing 
the viewer to understand the contents of the programs. 

Brief Description of the Drawings 

FIG. 1 is a block diagram of a first embodiment of a 
transmission apparatus according to the present 
invention; 

FIG. 2 is a block diagram of a first embodiment of a 
reception apparatus according to the present inven- 
tion; 



FIG. 3 is a block diagram of a second embodiment 
of the transmission apparatus according to the 
present invention; 

FIG. 4 is a block diagram of a second embodiment 
of the reception apparatus according to the present 
invention; 

FIG. 5 is a circuit block diagram of a first embodi- 
ment of a digital television broadcasting system 
according to the present invention; 
FIG. 6 is a circuit block diagram showing a concrete 
configuration of an HDTV compression layer 
encoder that performs a spatial layering process in 
the embodiment of FIG. 5; 

FIG. 7 is a block diagram showing a concrete con- 
figuration of an SDTV and LDTV compression layer 
encoder that performs an SNR layering process in 
the embodiment of FIG. 5; 

FIG. 8 is a block diagram showing a concrete con- 
figuration of an SDTV and LDTV compression layer 
decoder that performs an SNR layering process in 
the embodiment of FIG. 5; 

FIG. 9 is a block diagram showing a concrete con- 
figuration of an HDTV compression layer decoder 
that performs a spatial layering process in the 
embodiment of FIG. 5; and 
FIGS. 1 0A to 1 0D each illustrate an example of dis- 
play in the embodiment of FIG. 5. 

Best Mode of Carrying Out the Invention 

Hereinafter, referring to the accompanying draw- 
ings, embodiments of the present invention will be 
explained in detail. 

FIG. 1 shows a first embodiment of a transmission 
apparatus according to the present invention. 

The transmission apparatus 12 of the embodiment 
carries out a coding process by dividing a video signal 
S1 from a source 1 1 into two layers. 

Specifically, the transmission apparatus 12 is used 
as a server for pay TV broadcasting. The video signal 
S1 , the contents of communication, from the external 
source 11 is supplied to a layer coding unit 121. The 
layer coding unit 121 divides the video signal S1 into 
two layers, encodes them, and outputs low-quality layer 
data S2 and high-quality layer data S3. 

An encrypting unit 122 encrypts the high-quality 
layer data S3 and outputs the encrypted high-quality 
layer data S4. A combining unit 123 combines the 
encrypted high-quality layer data S4 and the low-quality 
layer data S2 and outputs the synthesized data $5. A 
communication modem 124 converts the synthesized 
data S5 into data having communication characteristics 
suitable for a communication parth (nod shown) and out- 
puts communication data S6. 

FIG. 2 shows a first embodiment of a reception 
apparatus according to the present invention. The 
reception apparatus 13 of the embodiment is used for a 
set top box in pay TV broadcasting. The communication 
data S6 transmitted via a communication path (not 
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shown) is inputted to a reception modem 131. The 
reception modem 131 converts the transmitted data S6, 
which is the reverse of the conversion at the communi- 
cation modem 124 in the transmission apparatus 12 
and reproduces the synthesized data S7. 

A separating unit 132 separates the synthesized 
data S7 into encrypted high-quality layer data S8 and 
low-quality layer data S9. A decrypting unit 133 
decrypts the encrypted high-quality layer data S8 and 
reproduces the high<jualrty layer data S10. 

It failing in decryption, such as when the key of the 
encrypted high-quality layer data S8 is wrong, the 
decrypting unit 133 outputs data that is against the layer 
coding grammar When the ungrammatical data is 
inputted, a layer decoding unit 134 evaluates only the 
low-quality layer data S9 and reproduces the video sig- 
nal S11. 

The video signal S1 1 from the layer decoding unit 
134 is supplied to an external receiver 14, which dis- 
plays images. 

With the above configuration, as described above, 
because the high-quality layer data S3 is encrypted and 
then transmitted, the image of the high<;uality layer 
data S3 cannot be viewed unless not only the layer 
decoding unit 134 but also the decrypting unit 133 are 
provided on the reception apparatus 13 side. 

Furthermore, a storage unit 15 stores and repro- 
duces the synthesized data S7 from the reception 
modem 131. The recording medium may be magnetic 
tape or floppy disks, for example. Use of another stor- 
age unit enables the synthesized data S7 to be edited. 

Use of a recording medium on which the synthe- 
sized data S7 has been recorded enables data 
exchange with a third party (i.e., a person under con- 
tract with the sender) having a reception apparatus of 
the same configuration as FIG. 2. If the reception appa- 
ratus of the third party has at least the layer decoding 
unit 134, the third parry can view the images of low- 
quality layer data, but cannot view the high-quality layer 
data unless having the decrypting unit 133. Therefore, 
viewing cannot be done without permission and if copy- 
ing is effected without permission, what has been cop- 
ied will be useless, with the result that copying without 
permission can be prevented. 

Additionally, when the image of the synthesized 
data S7 recorded or that of the synthesized data S7 
received from a third party is reproduced, the synthe- 
sized data S7 is reproduced from the storage unit 15 
and is supplied to the separating unit 132. The data 
passes through the aforementioned processes and 
reaches the receiver 1 4, which displays images. 

While in the embodiment, an example of coding in 
two layers has been 'explain^ the* layer* coding unit 121 
may divide the video signal S1 into m layers and code 
the individual layers. At this time, the encrypting unit 122 
may encrypt (m - 1) layer data items excluding the low- 
est-quality layer data item (the lowest resolution data 
item). Accordingly, the decrypting unit 133 decrypts the 
(m - 1) layer data items. The encrypting unit 122 may 



encrypt e high-quality layer data items. In this case, the 
decrypting unit 133 decrypts the e layer data items 
accordingly. 

FIG. 3 shows a second embodiment of the trans- 

5 mission apparatus according to the present invention. 
This embodiment performs a coding process by dividing 
the video signal from a source into two layers. 

The transmission apparatus 12 is used as a server 
for pay TV broadcasting. The video signal S1, the con- 

io tents of communication, from the external source 1 1 is 
supplied to a layer coding unit 121 . The layer coding unit 
121 divides the video signal Si into two layers, encodes 
them, and outputs low-quality layer data S2 and high- 
quality layer data S3. 

15 A secret level setting unit 125a generates a secret 
level setting signal S12 that sets the secret level of 
encryption of the low-quality layer data S2 and supplies 
it to an encrypting unit 122a. Receiving the secret level 
setting signal S12, the encrypting unit 122a determines 

20 the secret level from the complexity of the encrypting 
scheme, the length of the encryption key, and the 
number of encryptions repeated, and encrypts the low- 
quality layer data S2. 

A secret level setting unit 125b generates a secret 

25 level setting signal Si 3 that sets the secret level of 
encryption of the high-quality layer data S3 and supplies 
it to an encrypting unit 122b. The secret level setting sig- 
nal S1 3 sets a secret level higher than that of encryption 
of the low-quality layer data S2. Receiving the secret 

30 level setting signal S13. the encrypting unit 122b deter- 
mines the secret level from the complexity of the 
encrypting scheme, the length of the encryption key, 
and the number of encryptions repeated, and encrypts 
the high-quality layer data S3. 

35 A combining unit 123 combines the encrypted low- 
quality layer data S14 and high-quality layer data S15 
and outputs the synthesized data S16. A communica- 
tion modem 124 converts the synthesized data S16 into 
data having communication characteristics suitable for 

40 a communication path (not shown) and outputs commu- 
nication data S17. 

A second embodiment of a reception apparatus of 
the present invention will be described by reference to 
FIG. 4. The reception apparatus 13 is used for a set top 

45 box in pay TV broadcasting. The communication data . 
S1 7 transmitted from the transmission apparatus 12 via 
a communication path (not shown) is inputted to a 
reception modem 131. The reception modem 131 con- 
verts the transmitted data S17, which is the reverse of 

so the conversion at the communication modem 124 and 
reproduces the synthesized data S18. 

A separating unit 132 separates the synthesized 
data Si8into encrypted low-qualrty1ayertterta SIS and 
high-quality layer data S20. A decrypting unit 133a 

55 decrypts the encrypted low-quality layer data S19 and 
reproduces the low-quality layer data S21. A decrypting 
unit 133b decrypts the encrypted high-quality layer data 
S20 and reproduces the high-quality layer data S22. 
A layer decoding apparatus 134 decodes the low- 
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quality layer data S21 and high-quality layer data S22 to 
reproduce a video signal S23. 

If failing in decryption, such as when the key of the 
encrypted high-quality layer data S20 is wrong, the 
decrypting unit 133b outputs data that is against the s 
layer coding grammar. When the ungrammatical data is 
inputted, the layer decoding unit 134 evaluates only the 
low-quality layer data S21 and reproduces the video sig- 
nal S1. 

Additionally, rf failing in decryption, such as when 10 
the key of the encrypted low-quality layer data S14 is 
wrong, the decrypting unit 133a outputs data that is 
against the layer coding grammar When the ungram- 
matical data is inputted, the layer decoding unit 1 34 out- 
puts a video signal S23 of a blue back screen 75 
corresponding to no input. 

The video signal S23 from the layer decoding unit 
134 is supplied to an external receiver 14, which dis- 
plays images or a blue back screen. 

As described above, because the low-quality layer 20 
data S2 and high-quality layer data S3 are encrypted 
and then transmitted, the images cannot be viewed 
unless not only the layer decoding unit 134 but also the 
decrypting units 133a and 133b are provided on the 
reception apparatus side. 25 

Furthermore, a storage unit 15 stores and repro- 
duces the synthesized data S18 from the reception 
modem 131. The recording medium may be magnetic 
tape or floppy disks, for example. Use of another stor- 
age unit enables the synthesized data S18 to be edited. 30 

Use of a recording medium on which the synthe- 
sized data S18 has been recorded enables data 
exchange with a third party (i.e., a person under con- 
tract with the sender) having a reception apparatus of 
the same configuration as FIG. 4. If the reception appa- 35 
ratus of the third party has the decrypting unit 133a and 
the layer decoding unit 134, the third party can view at 
least the images of low-quality layer data. Therefore, 
viewing cannot be done without permission and if copy- 
ing is effected without permission, what has been cop- 40 
ied will be useless, with the result that copying without 
permission can be prevented. 

Additionally, when the image of the synthesized 
data S18 recorded or that of the synthesized data Si 8 
received from a third party is reproduced, the synthe- 45 
sized data SI 8 is reproduced from the storage unit 15 
and is supplied to the separating unit 132. The data 
passes through the aforementioned processes and 
reaches the receiver 14, which displays images. 

While in the embodiment, an example of coding in so 
two layers has been explained, the layer coding unit 121 
may divide the video signal S1 into m layers and code 
the individual layers. Then, a secret level setting' tiiriiK 
and an encrypting unit are provided for each quality 
layer data item. The secrete level is the lowest for the 55 
lowest-quality layer data item (the lowest resolution data 
item), becomes higher as the quality gets higher, and is 
the highest for the highest-quality layer data item (the 
highest resolution data item). Accordingly, m decrypting 



units are provided in the reception apparatus. 

FIG. 5 is a block diagram showing the overall con- 
figuration of a digital television broadcasting system 
according to the present invention. In the figure, TR indi- 
cates a transmitter and RE indicates a receiver. 

In the transmitter RT. a digital video signal (herein- 
after, referred to as an HDTV signal) of the HDTV (High 
Definition TV) scheme is supplied to an input terminal 
21. The signal is inputted to an HDTV compression 
layer encoder (hereinafter, just referred to as an HDTV 
encoder) 22. 

FIG. 6 illustrates a concrete configuration of the 
HDTV encoder 22. The configuration is a spatial layer- 
ing model shown in ISO/IEC 13818-2. 

The inputted HDTV signal undergoes a 1/2 down 
sampling process at a down sampling circuit 221 and is 
sent to an SDTV (Standard Definition TV) compression 
layer encoder (hereinafter, just referred to an SDTV 
encoder) 23, which will be explained later. The down- 
sampled signal is also sent to a subtracter 223, which 
computes the difference between the input signal and 
the video signal of the preceding frame. The computa- 
tion result undergoes DCT transform at a DCT circuit 
224 and then the DCT-transformed signal is quantized 
at a quantization circuit 2225. The quantized video sig- 
nal is subjected to variable-length coding at a variable- 
length coding circuit 2213 and the coded signal is sent 
to a packeting circuit 251 in an MPEG2 system layer cir- 
cuit 25 explained later. 

The video signal quantized at the quantization cir- 
cuit 225 is inverse-quantized at an inverse quantization 
circuit 2210 and is then subjected to inverse DCT trans- 
form at an inverse DCT circuit 2211. Thereafter, the 
converted signal is added to the video signal of the pre- 
ceding frame. The addition result is delayed for one 
frame at a frame memory 229 and then is multiplied by 
a specific coefficient at a multiplier 228. The result is 
supplied to an adder 227. 

On the other hand, the video signal subjected to the 
compression process at the SDTV encoder 23 (herein- 
after, referred to as an SDTV compression signal) is 
supplied to the HDTV encoder 22. The SDTV com- 
pressed signal is subjected to a twice up sampling proc- 
ess at an up sampling circuit 222 and then is multiplied 
by a specific coefficient at a multiplier 226. The result is 
supplied to the adder 227. The addition result from the 
adder 227 is sent as the video signal of the preceding 
frame to the subtracter 223 and the adder 2212. 

TTie coefficients given to the multipliers 226 and 
228 are set so that they may total to 1 and the output of 
the subtracter 223 become the smallest In this way, 
spatial layering is effected. 

Next, low level layers-will be explained t>y reference 
to FIG. 7. FIG. 7 shows an SNR layering model deter- 
mined in ISO/IEC 13818-2, which corresponds to the 
aforementioned SDTV encoder 23 and LDTV (Low Def- 
inition TV) compression layer encoder (hereinafter, just 
referred to as an LDTV encoder) 24. 

In FIG. 7. the SDTV signal from the HDTV encoder 
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22 is inputted to a motion vector sensing circuit 231 of 
the SDTV encoder 23 and a subtracter 241 of the LDTV 
encoder 24. 

In the SDTV encoder 23, the motion vector sensing 
circuit 231 also receives the video signal delayed for s 
one frame at a frame memory 232 to sense the motion 
vector and sends the sensed motion vector signal to a 
motion compensation circuit 233. The motion compen- 
sation circuit 233 simultaneously receives the one- 
frame-delayed video signal from the frame memory 232 10 
and makes motion compensation according to the 
sensed motion vector signal. 

The motion-compensated video signal is sent via a 
switch circuit 234 to the subtracter 241 in the LDTV 
encoder 24. The switch circuit 234 is normally set in an is 
on state. When the SDTV signal from the HDTV 
encoder 22 indicates intraframe coding, the switch cir- 
cuit is brought into an off state. 

In the LDTV encoder 24, the subtracter 241 com- 
putes the difference between the present SDTV signal 20 
from the HDTV encoder 22 and the motion -compen- 
sated video signal of the preceding frame from the 
SDTV encoder 23 (in the case of intraframe coding, the 
present SDTV signal is outputted without any modifica- 
tion). 25 

After the difference value has undergone DCT 
transform at a DCT circuit 242, the result is roughly 
quantized at a rough quantization circuit 243 and is var- 
iable-length-coded at a variable-length coding circuit 
244, which outputs the coded signal as an LDTV com- so 
pression signal to a packeting circuit 253 in the MPEG2 
system layer circuit 25. The output of the rough quanti- 
zation circuit 243 is also supplied to the SDTV encoder 
23. 

In the SDTV encoder 23, a rough inverse quantiza- 35 
tion circuit 235 performs rough inverse quantization of 
the roughly quantized signal from the LDTV encoder 24 
and supplies its output to a subtracter 236 and an adder 
237. 

The subtracter 236 extracts only high-definition 40 
information by subtracting the roughly inverse-quan- 
tized signal from the rough inverse quantization circuit 
235 from the present signal from the DCT 242 contain- 
ing high-definition information before rough quantiza- 
tion. The thus obtained high-definition signal is 45 
quantized at a high-definition quantization circuit 238 
and is variable-length coded at a variable-length coding 
circuit 239, which sends the coded signal as a SDTV 
compression signal to a packeting circuit 252 in the 
MPEG2 system layer circuit 25. so 

The output of the high-definition quantization circuit 
238 is inverse-quantized at a high-definition inverse 
* quantizBtiorftarcoit'2310 and sent to an adder 237: THe - 
adder 237 adds the rough inverse quantization signal 
from the rough inverse quantization circuit 235 to the ss 
high-definition inverse quantization signal from the high- 
definition inverse quantization circuit 2310. The addition 
result is subjected to inverse DCT transform at an 
inverse DCT circuit 231 1 and the result is inputted to an 
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adder 2312. 

The adder 2312 adds the motion-compensated 
video signal of the preceding frame to the inverse DCT- 
transformed output, when the switch circuit 234 is on 
(when the video signal of the prececfing frame is in a 
state other than intraframe coding). The addition output 
is inputted to the frame memory 232. The frame mem- 
ory 232 delays the input video signal for one frame. As 
described earlier, the output of the frame memory 232 is 
supplied to the motion vector sensing circuit 231 and 
motion compensation circuit 233 as well as to the HDTV 
encoder 22. 

The outputs of the HDTV, SDTV, and LDTV encod- 
ers constructed as described above are packet ed at the 
packeting circuits 251 , 253. and 255 in the MPEG2 sys- 
tem layer circuit 25, respectively. Each of the packeting 
circuits 251, 253, and 255 assigns a packet ID (Identi- 
fier) to the packet signal to distinguish the signal from 
others. 

After the HDTV packet signal and SDTV packet sig- 
nal from the packeting circuits 251 and 253 have been 
scrambled at scrambling circuits 252 and 254 respec- 
tively, the scrambled signals, together with the LDTV 
packet signal (not subjected to scrambling) from the 
packeting circuit 255, are multiplexed in time at a multi- 
plexing circuit (MPX) 256. which effects SNR (signal-to- 
noise ratio) layer coding of these signals. The multi- 
plexed output is supplied as an MPEG2 system layer 
processing output to an FEC (Forward Error Correction) 
encoder 26, which performs an FEC process on the 
supplied signal. The resulting signal is supplied to a 
modulator 27, which modulates the signal and produces 
the broadcasting output. 

Then, when the receiver RE receives the transmis- 
sion signal from the transmitter TR, the received signal 
is demodulated at a modulation circuit 31 . The modu- 
lated signal undergoes an FEC decode process at an 
FEC decoder 32. The resulting signal is inputted to an 
MPEG2 system layer circuit 33. 

In the MPEG2 system layer circuit 33, a demulti- 
plexing circuit (DEMAX) 331 demultiplexes the inputted 
time-division multiplexing signal on the basis of the 
packet IDs assigned at the transmission side. After the 
HDTV packet signal and SDTV packet signal separated 
here (the high-band signals subjected to SNR layer cod- 
ing (the low-level layer signals in space layering)) have 
been descrambled at descrambling circuits 332 and 
334, the resulting signals are restored to an HDTV com- 
pression signal and SDTV compression signal at a 
depacketing circuit 333. These HDTV compression sig- 
nal and SDTV compression signal are sent via switch 
circuits 34 and 35 to an HDTV compression layer 
decoder- (hereinafter, just referred : to' as- an^ HDTV - 
decoder) 36 and an SDTV compression layer decoder 
(hereinafter, just referred to as an SDTV decoder) 37, 
respectively. 

The switch circuits 34 and 35 are turned on, only 
when the reception of the HDTV signal and SDTV signal 
is permitted. 
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The LDTV packet signal (the SNR-layer-coded low- 
band signal (the high layer signal in space layering)) is 
inputted directly to a depacketing circuit 336, which per- 
forms a depacketing process on the LDTV compression 
signal. The LDTV compression signal is sent to an 5 
LDTV compression layer decoder (hereinafter, just 
referred to as an LDTV decoder) 38. 

The compression signals of the individual layers 
thus obtained are inputted to the decoders 36, 37, and 
38 corresponding to the respective layers. FIGS. 8 and 10 
9 show a concrete configuration of the decoder of each 
layer. 

FIG. 8 shows a concrete configuration of the por- 
tion corresponding to the LDTV decoder 38 and SDTV 
decoder 37 of FIG. 5. Referring to FIG. 8, SNR layer is 
decoding will be explained. 

In the LDTV decoder 38, the LDTV compression 
signal (the low-band component of the space layering 
signal) from the depacketing circuit 336 is inputted to a 
variable-length decoding circuit 381 , which decodes the 20 
input. The decoded signal is supplied to a rough inverse 
quantization circuit 382, which performs rough inverse 
quantization. The output of the inverse quantization cir- 
cuit 382 is inputted to an inverse DCT circuit 383 as well 
as to an adder 373 of the SDTV decoder 37. 25 

The inverse DCT circuit 383 performs inverse DCT 
transform according to the coefficient obtained from 
inverse quantization. The output of the transform is 
added to the signal of the preceding frame at an adder 
384, which thereby restores it to the original LDTV sig- 30 
nal. The LDTV signal is inputted to a frame memory 
386, which performs a one-frame delay process. The 
output of the frame memory 386 is subjected to motion 
compensation at a motion compensation circuit 387 
according to a motion compensation signal (not shown). 35 
The compensated signal is inputted via a switch circuit 
385 to the adder 384. 

The switch circuit 385 is normally set in an on state. 
When the output signal from the inverse DCT circuit 383 
is a intraframe coding signal, the switch circuit is 40 
brought into an off state to prevent the signal from the 
motion compensation circuit 387 from being supplied to 
the adder 384. 

The LDTV signal decoded as described above is 
outputted from the adder 384 to an LDTV display unit 45 
41. Although not illustrated in detail, a horizontal pixel 
curtailing circuit performs a pixel curtailing process on 
the LDTV signal and a vertical line curtailing circuit per- 
forms a line curtailing process on the LDTV signal. 
Then, the unnecessary horizontal and vertical high- so 
band components are eliminated by a horizontal and 
vertical filters and thereafter, representation with SIF 
resolution (about Hfetff cfr'the horizontal and vertical of 
R601) is allowed to appear on the display. 

Next, the configuration of the SDTV decoder 37 will ss 
be described. 

When descrambling is permitted and the switch cir- 
cuit 35 is set in an on state, the SDTV compression sig- 
nal (the high-band component of the space layering 



signal) obtained at a depacketing circuit 335 is inputted 
to the SDTV decoder 37. After a variable-length decod- 
ing circuit 371 in the SDTV decoder has decoded the 
compression signal, a high-definition inverse quantiza- 
tion circuit 372 performs an inverse quantization proc- 
ess on the decoded signal. The resulting signal is 
inputted to an adder 373, which adds it to the rough 
quantization signal obtained at the LDTV decoder 38. 

At this time, when the switch circuit 35 is brought 
into an off state and the SDTV compression signal can- 
not be obtained, the output of the adder 373 contains 
only the output of the rough inverse quantization circuit 
382 and makes a signal containing only the low-band 
components. 

The output of the adder 373 thus obtained is sub- 
jected to inverse DCT transform at an inverse DCT cir- 
cuit 374 and then the transformed signal is added to the 
signal of the preceding frame at an adder 375, which 
thereby restores it to the original SDTV signal. The 
SDTV signal is inputted to a frame memory 377, which 
performs an one-frame delay process. The output of the 
frame memory 377 undergoes motion compensation at 
a motion compensation circuit 378 according to a 
motion compensation signal (not shown). The compen- 
sated signal is inputted via a switch circuit 376 to an 
adder 374. 

The switch circuit 376 is normally set in an on state. 
When the output signal from the inverse DCT circuit 383 
is a intraframe coding signal, the switch circuit is 
brought into an off state to prevent the signal from the 
motion compensation circuit 378 from being supplied to 
the adder 376. 

The SDTV signal decoded as described above is 
outputted from the adder 375 to an SDTV display unit 
40, which provides representation of R601 level. When 
descrambling is not permitted, only the low-band signal 
in SNR layering is outputted to the display unit 40. 

The output of the frame memory 377 is outputted to 
the HDTV decoder 36. When descrambling is not per- 
mitted, only the low-band signal in SNR layering is out- 
putted to the HDTV decoder 36. 

Next, the configuration of the HDTV decoder 36 will 
be explained by reference to FIG. 9. 

When descrambling is permitted and the switch cir- 
cuit 34 is set in an on state, the HDTV compression sig- 
nal (the high-band component of the space layering 
signal) obtained at a depacketing circuit 333 is inputted 
to the HDTV decoder 36 and is decoded at a variable- 
length decoding circuit 361 . The decoded signal under- 
goes an inverse quantization process at an inverse 
quantization circuit 363 and is subjected to an inverse 
DCT process at an inverse DCT circuit 364. Thereafter, 
the resuttingsignalis inputted tor arr adder 365, which 
adds it to the video signal of the preceding frame input- 
ted via a switch circuit 366. 

The video signal of the preceding frame is obtained 
as follows. The signal sent from the frame memory 377 
in the SDTV decoder 37 is subjected to a twice up sam- 
pling process at an up sample circuit 362. Then, the up 
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sampled signal is multiplied by a coefficient sent from 
the transmission side at a multiplier 367. On the other 
hand, the output of the adder 365 is delayed for one 
frame at a frame memory 368. The delayed output is 
subjected to motion compensation at a motion compen- 5 
sation circuit 369 on the basis of the motion vector sig- 
nal sent from the transmission side. The compensated 
signal is multiplied by a coefficient sent from the trans- 
mission side at a multiplier 3610. Then, the video signal 
of the preceding frame is produced by adding the output w 
of the multiplier 367 to that of the multiplier 3610. 

The switch circuit 366 is normally set in an on state. 
When the output signal from the inverse DCT circuit 364 
is a imraframe coding signal, the switch circuit is 
brought into an off state to cut off the supply of the sig- is 
nal to the adder 365. 

The HDTV signal thus obtained (the signal about 
twice the horizontal and vertical of R601) is outputted to 
an HDTV display unit 39, which displays the signal. At 
this time, when descrambling is not permitted at the 20 
descrambling circuit 332 and no signal is supplied from 
the switch circuit 34, the resolution of the HDTV display 
unit 39 is on the order of R601 at best. When descram- 
bling is not permitted at the descrambling circuit 334 
and no signal is supplied from the switch circuit 35, the 25 
resolution of the HDTV display unit 39 is on the order of 
SIF (the resolution about half of the horizontal and ver- 
tical of R601). 

With the digital television broadcasting system con- 
structed as described above, on the transmission side, 30 
the high layer encode signals (HDTV, SDTV) are scram- 
bled and the low layer encode signals (LDTV) are not 
scrambled. On the reception side, a descrambling proc- 
ess is selectively performed in a high layer signal 
decoding process to enable the signals to be displayed, 35 
whereas in a low layer signal decoding process, the sig- 
nals can be displayed without a descrambling process. 

In MPEG, a layer called a system layer is provided 
as a layer for multiplexing the compression layers. A 
charging flag is provided for the system layer. Scram- 40 
bling can be controlled by using the flag. When this 
approach is used directly, however, reproduction of the 
scrambled signal will cause totally illegible images to 
appear on the screen. 

To overcome this problem, with the present inven- 45 
tion, normal images are allowed to be reproduced from 
the low layer data and be displayed on the reception 
side by a method that scrambles only the high layers of 
layered images and does not scramble the low layers in 
the system layer protocol. The images actually have no so 
bandwidth and are barely understandable. 

Therefore, with an HDTV display unit 39 for which 
ttte descrambling of the higfr layer signals in space lay- 
ering and the high layer signals in SNR layering has not 
been permitted (under no contract with the sender for ss 
fees), only the images whose contents are barely 
understandable and which has a very low resolution, 
can be recognized free of charge. When descrambling 
has not permitted for only the high layer signals in space 



layering and the signals are not supplied, images with a 
resolution of the order of R601 will be obtained. 

Furthermore, in the case of a receiver capable of 
decoding all of the layers as an application, because the 
decoding of each compression layer must be effected 
as shown in FIG. 5, the video signal of each level can be 
displayed. 

Accordingly, by the display process in the LDTV, a 
screen that is not scrambled can be displayed in the 
size about 1/16 of the HDTV screen as shown in FIG. 
10A. Similarly, when SDTV scrambling is permitted and 
can be done, a screen that is of the size about 1/4 of the 
HDTV screen and has a resolution of the order of R601 
can be displayed as shown in FIG. 10B. 

Furthermore, as shown in FIG. 10C, a picture 
equivalent to LCTV can be enlarged and displayed on 
the HDTV entire screen (is allowed to fill the entire 
screen). In addition, as shown in FIG. 10D, a picture 
equivalent to LCTV can be enlarged and displayed on 
the SDTV entire screen (is allowed to fill the entire 
screen). Similarly, a picture equivalent to SDTV can be 
enlarged and displayed on the HDTV entire screen (is 
allowed to fill the entire screen). 

It goes without saying that the layer coding process 
on the transmitter TR side is not limited to those in the 
above embodiments, but may be achieved in other 
methods. 

Industrial Applicability 

With the present invention, the layer data set by the 
sender can be viewed and listened to by only the privi- 
leged viewers under contract with the sender, which 
helps protect copyrights. Additionally, the receivers can 
record, edit, and exchange the contents of communica- 
tions with a third party. 

Furthermore, with the present invention, even when 
a scrambled program is selected and decoded without 
descrambling, it is possible to provide a digital television 
broadcasting system which enables the program to be 
viewed to the extent that the contents of the program 
can be understood. 

Claims 

1. A transmission apparatus characterized by com- 
prising: 

layer coding means for dividing data into m (m 
is an integer not less than 2) layers and coding 
each layer ; 

encrypting means for encrypting (m - 1) layer 
- *-■*••'■ data items from the 1ay£rcddlng means-exclud- 
ing the lowest-quality layer data item; and 
combining means for combining the lowest- 
quality layer data item from said layer coding 
means and the encrypted (m - 1) layer data 
items from said encrypting means. 
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2. A reception apparatus characterized by comprising : 

separating means that receives the synthe- 
sized data obtained by dividing data into m (m 
is an integer not less than 2) layers, coding 
each layer, encrypting (m - 1) layer data items 
excluding the lowest-quality layer data item, 
and combining said lowest-quality layer data 
item and the (m - 1 ) encrypted layer data items, 
and that separates the synthesized data into 
(m - 1) encrypted layer data items and the low- 
est-quality layer data item; 
decrypting means for decrypting the (m - 1) 
encrypted layer data items from the separating 
means; and 

layer decoding means for decoding the (m - 1) 
layer data items from the decrypting means 
and the lowest-quality layer data item from said 
separating means. 

3. A communication processing system characterized 
by comprising: a transmission apparatus compris- 
ing: layer coding means for dividing data into m (m 
is an integer not less than 2) layers and coding each 
layer; encrypting means for encrypting (m - 1) layer 
data items from the layer coding means excluding 
the lowest-quality layer data item; and combining 
means for combining the lowest-quality layer data 
item from said layer coding means and the (m - 1) 
encrypted layer data items from said encrypting 
means; and 

a reception apparatus comprising: separat- 
ing means for separating the synthesized data cre- 
ated at said combining means into (m - 1) 
encrypted layer data items and the lowest-quality 
layer data item; decrypting means for decrypting 
the (m - 1) encrypted layer data items from the sep- 
arating means; and layer decoding means for 
decoding the (m - 1) layer data items from the 
decrypting means and the lowest-quality layer data 
item from said separating means. 

4. A transmission apparatus characterized by com- 
prising: 

layer coding means for dividing data into m (m 
is an integer not less than 2) layers and coding 
each layer; 

encrypting means for encrypting e (e is an inte- 
ger not less than 2) high-quality layer data 
items from said layer coding means; and 
combining means for combining (m - e) low- 
quality layer data items fn5m sata layer coding 
means and the e encrypted layer data items 
from said encrypting means. 

5. A reception apparatus characterized by comprising : 

separating means that receives the synthe- 



sized data obtained by dividing data into m (m 
is an integer not les^ than 2) layers, coding 
each layer, encrypting e (e is an integer not 
less than 2) high-quality layer data items, and 

5 combining the remaining (m - e) low-quality 

layer data items and the e encrypted layer data 
items, and that separates the synthesized data 
into e encrypted layer data items and (m - e) 
low-quality layer data items; 

io decrypting means for decrypting the e 

encrypted layer data items from the separating 
means; and 

layer decoding means for decoding the e layer 
data items from the decrypting means and the 
75 (m - e) low-quality layer data items from said 

separating means. 

6. A communication processing system characterized 
by comprising: 

20 

a transmission apparatus comprising: layer 
coding means for dividing data into m (m is an 
integer not less than 2) layers and coding each 
layer; encrypting means for encrypting e (e is 

25 an integer not less than 2) high-quality layer 

data items from said layer coding means; and 
combining means for combining (m - e) low- 
quality layer data items from said layer coding 
means and the e encrypted layer data items 

30 from said encrypting means; and 

a reception apparatus comprising separating 
means for separating the synthesized data cre- 
ated at said combining means into e encrypted 
layer data items and (m - e) low-quality layer 

35 data items; decrypting means for decrypting 

the e encrypted layer data items from the sep- 
arating means; and layer decoding means for 
decoding the e layer data items from the 
decrypting means and the (m - e) low-quality 

40 layer data items from said separating means. 

7. A transmission apparatus characterized by com- 
prising: 

45 layer coding means for dividing data into m (m 

is an integer not less than 2) layers and coding 
each layer; 

m secret level setting means for each generat- 
ing a secret level setting signal; 

so m encrypting means for encrypting m layer 

data items from said layer coding means 
respectively, according to the secret level set- 
r ting signals from- said corresponding secret 

level setting means: and 

55 combining means for combining the encrypted 

layer data items from said m encrypting means. 

8. A transmission apparatus according to claim 7, 
characterized in that said encrypting means corre- 
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sponding to the highest-quality layer data item 
effects encryption at the highest of the secret levels 
at which said encrypting means corresponding to 
the remaining layer data items do. 

9. A transmission apparatus according to claim 7, 
characterized in that as the quality of layer data 
becomes higher, the encrypting is done at a higher 
secret level. 

10 

10. A transmission apparatus according to claim 7, 
characterized in that said encrypting means corre- 
sponding to the lowest-quality layer data item 
effects encryption at the lowest of the secret levels 

at which said encrypting means corresponding to is 
the remaining layer data items do. 

11. A transmission apparatus according to claim 7, 
characterized in that as the quality of layer data 
becomes lower, the encrypting is done at a lower 20 
secret level. 

1 2. A reception apparatus characterized by comprising: 



13. A reception apparatus according to claim 12, char- 40 
acterized in that in the stage before said separating 
means, storage means for recording and reproduc- 
ing said synthesized data is provided. 

14. A communication processing system characterized 45 
by comprising: 



and 

a reception apparatus comprising: 

separating means for separating the syn- 
thesized data created at said combining 
means into m encrypted layer data items; 
m decrypting means for decrypting the m 
encrypted layer data items from the sepa- 
rating means, respectively; and layer 
decoding means for decoding the layer 
data items from the m decrypting means. 

15. A communication processing system according to 
claim 14, characterized in that said encrypting 
means corresponding to the highest-quality layer 
data item effects encryption at the highest of the 
secret levels at which said encrypting means corre- 
sponding to the remaining layer data items do. 

16. A communication processing system according to 
claim 14, characterized in that as the quality of layer 
data becomes higher, the encrypting is done at a 
higher secret level. 

17. A communication processing system according to 
claim 14, characterized in that said encrypting 
means corresponding to the highest-quality layer 
data item effects encryption at the lowest of the 
secret levels at which said encrypting means corre- 
sponding to the remaining layer data items do. 

18. A communication processing system according to 
claim 14, characterized in that as the quality of layer 
data becomes lower, the encrypting is done at a 
lower secret level. 

19. A digital television broadcasting system that con- 
verts digital television signals into a plurality of 
encode signals differing in resolution, layers these 
signals, and broadcasts them, said digital television 
broadcasting system characterized by comprising: 

scrambling means that is provided on the trans- 
mission side and performs a scrambling proc- 
ess on only the high layer ones of said plurality 
of encode signals; and 

descrambling means that is provided on the 
reception side and performs a descrambling 
process on the encode signals subjected to the 
high layer scrambling process, wherein for the 
high layer encode signals, the output of said 
descrambling means undergoes a decoding 
process, whereas for the tetor layer encode sig- 
nals, the decoding process is performed with- 
out the descrambling process. 

20. A transmission apparatus in a digital television 
broadcasting system that converts digital television 
signals into a plurality of encode signals differing in 



a transmission apparatus comprising: layer 
coding means for dividing data into m (m is an 
integer not less than 2) layers and coding each so 
layer; m secret level setting means for each 
generating a secret level setting signal; m 
encrypting means ^eft entit ypring m 1ay£r* dattf' 
items from sad layer coding means respec- 
tively, according to the secret level setting sig- ss 
nals from said corresponding secret level 
setting means; and 

combining means for combining the encrypted 
layer data items from said m encrypting means; 



separating means that receives the synthe- 25 
sized data obtained by dividing data into m (m 
is an integer not less than 2) layers, coding 
each layer, encrypting the individual layer data 
items according to the corresponding secret 
level setting signals, and combining these 30 
encrypted data items, and that separates the 
synthesized data into m encrypted layer data 
items; 

m decrypting means for decrypting the m 
encrypted layer data items from the separating 35 
means, respectively; and 
layer decoding means for decoding the layer 
data items from the m decrypting means 
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resolution, layers these signals, and broadcasts 
them, said transmission apparatus characterized by 
comprising: 24. 

scrambling means for performing a scrambling s 
process on only the high layer ones of said plu- 
rality of encode signals, wherein 
the low layer encode signals are not subjected 
to the scrambling process. 
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21. A reception apparatus in a digital television broad- 
casting system that converts digital television sig- 
nals into a plurality of encode signals differing in 
resolution, layers these signals, and broadcasts 
them, said reception apparatus characterized by 
comprising: 



descrambling means for performing a 
descrambling process on only the high layer 
encode signals subjected to the scrambling 20 
process on the transmission side, 



to the scrambling process. 

A reception method for a digital television broad- 
casting system that converts digital television sig- 
nals into a plurality of encode signals differing in 
resolution, layers these signals, and broadcasts 
them, said method characterized by comprising the 
step of: 

performing a descrambling process on only the 
high layer encode signals subjected to the 
scrambling process on the transmission side, 

wherein for the high layer encode signals, 
the output of said descrambling means undergoes 
a decoding process, whereas for the low layer 
encode signals, the decoding process is performed 
without the descrambling process. 



wherein for the high layer encode signals, 
the output of said descrambling means undergoes 
a decoding process, whereas for the low layer 25 
encode signals, the decoding process is performed 
without the descrambling process. 



22. A transmission and reception method for a digital 
television broadcasting system that converts digital 30 
television signals into a plurality of encode signals 
differing in resolution, layers these signals, and 
broadcasts them, said method characterized by 
comprising the steps of: 

35 

performing a scrambling process on only the 
high layer ones of said plurality of encode sig- 
nals on the transmission side; and 
performing a descrambling process on the 
encode signals subjected to the high layer 40 
scrambling process on the reception side, 



wherein for the high layer encode signals, 
the output of said descrambling means undergoes 
a decoding process, whereas for the low layer 45 
encode signals, the decoding process is performed 
without the descrambling process. 



23. A transmission method for a digital television broad- 
casting system that converts digital television sig- so 
nals into a plurality of encode signals differing in 
resolution, layers these signals, and broadcasts 
them;- said metnodiCharacJterized by comprising the 
step of: 

55 

performing a scrambling process on only the 
high layer ones of said plurality of encode sig- 
nals, wherein 

the low layer encode signals are not subjected 
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